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1 Chapter 1: General Information  

1.1 General description 
LEHMANN Management Software (hereafter referred to as LMS) is a software based on Microsoft 

Windows® for the assignment and administration of user rights as well as for the configuration of 

LEHMANN RFID systems. You can efficiently create and manage access rights with the software 

LMS. This document supports you in using the software. The manual provides you with information 

to configure and operate the LMS software and RFID systems. 

 

Please read the respective operating instructions (e.g. M410 L033-A02) for the installation of the 

RFID systems and for basic information about the RFID systems including the safety instructions. 

The operating instructions for your system can be found on the Internet at www.lehmann-

locks.com. 

 

Please read the safety and installation guidelines in the operating instructions of the respective 

RFID systems. Furthermore, you will find instructions for commissioning and battery replacement 

in the respective operating instructions. Read the respective operating instructions and this user 

guide carefully before installation and commissioning.  

 

Text and graphics have been prepared with care. For nevertheless occurring errors no liability is 

taken over. We reserve the right to make technical changes. 

 

1.2 Components of a LMS project 
To operate an RFID system with the LMS software, the following components are required: 

• MIFARE® RFID system (Captura or lock and RFID reader with firmware 0.1.79 or higher) 

or 

• LEGIC RFID system (lock and RFID reader with firmware 1.0.10 or higher) 

• Transponder (requirements about supported transponders can be found in 1.2.2) 

• LMS incl. Licence key 

• App LEHMANN Data Transfer for Android-based and NFC-enabled smartphones or 

tablets for data exchange between the software and the RFID systems 

• USB deasktop reader (Elatec TWN4) for LEHMANN Management Software  

 

1.2.1 RFID-System 
The RFID system is a compact, battery-operated furniture lock. There are two modes of 

operation available: 

Operating 
mode  

Description 

Assigned use There is a fixed assignment between the transponders and the locks. The 
transponders receive authorizations for the respective lock. At the same 
time, a transponder can be granted access authorization for several 
locks in the operating mode "assigned use". 

Shared use  
 

The user can use with his transponder a lock of his choice. If a lock is 
closed with the transponder, the transponder and the lock are coupled 
to each other. The transponder cannot be used at any other lock in the 
operating mode "shared use". This coupling is only canceled when the 

http://www.lehmann-locks.com/
http://www.lehmann-locks.com/
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user reopens the lock with his transponder. The transponder can now 
be used for another lock in operating mode “shared use”. The 
transponder can be used in parallel on locks in “assigned use” mode. 
 
When operating the RFID systems with the LMS software, transponders 
can also be permanently assigned to the locks in the operating mode 
“shared use” (see “assigned use”). This is necessary, for example, for an 
emergency opening. Note: RFID systems operating in “shared use” 
mode are represented by an asterisk in front of the name in the matrix. 

 

ATTENTION: Please note the instructions regarding the transponders in the operating 

instructions of the RFID systems! 

 

1.2.2 Supported transponders 
The LMS software supports MIFARE® DESFire® EV1 / EV2 transponders. The LEHMANN 

transponders (user cards) correspond to this type and have 4K storage capacity. Third-party 

transponders with the above-mentioned specifications might be supported. It is 

recommended to use transponders with at least 4K or more.  

 

LEGIC advent transponders with LEGIC stamp are also supported in the software LMS. LEGIC 

Access and a LEGIC data segment with 832 bytes for the use of LMS must be available on the 

transponders.  

 

For security reasons, MIFARE® Classic and LEGIC prime transponders are not supported.  

 

Third-party transponders (transponders not purchased from LEHMANN) must be checked for 

compatibility and RFID reading range in advance. 

 

 

1.2.3 LEHMANN Management Software  
The LMS software is available for download free of charge from the website 

https://lms.lehmann-locks.com. To activate the software, a licence key is required, which must 

be purchased from LEHMANN. 

 

The software is operated and managed by the customer on the customer's own IT 

infrastructure. In the basic version, the LMS software is activated for one administrator 

workplace. In addition to the basic version, additional modules for the software can be 

activated via further licence keys. The software can be used as a standalone solution (for 

example on a laptop) or as an enterprise-wide network solution. In the network solution, 

several authorized persons can access the database at the same time. This function can be 

activated via a licence extension. It is not possible to register as an LMS user at several 

workstations at the same time. 

 

 

https://lms.lehmann-locks.com/
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Figure: LMS GUI 

 

 

1.2.4 App LEHMANN Data Transfer 
LEHMANN Data Transfer is an app for data exchange between the software LMS and the 

LEHMANN RFID systems. An Android-based and NFC-enabled smartphone or tablet is required. 

Install the LEHMANN Data Transfer app from the Google PlayStore on the smartphone or 

tablet. Further information about the operation of the App LEHMANN Data Transfer can be 

found in the menu of the app under the item “Help”. Below is the QR code for the app 

LEHMANN Data Transfer in Google PlayStore. 

 

  

1.2.5 USB desktop reader for LEHMANN Management Software  
Connect the USB desktop reader to the laptop / PC. The Elatec firmware version 3.06 

(TWN4_CCx306_PRS104_Core_CDC_Simple_Protocol.bix) must be installed on the USB 

desktop reader. The USB desktop reader connects automatically when you start the software 

for the first time. 

 

1.3  Software vs. using Master Cards and Programming Cards  
With the use of the LMS software there are many advantages and new functions in the context of 

user administration and the configuration of the RFID systems compared to the programming with 
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master and programming cards (see operating instructions of the RFID systems). In addition to new 

functions, there are also new processes for some existing functions. Please pay your attention to 

the following points: 

− Operating mode “shared use“ 

When operating the RFID systems with master and programming cards, only one 

transponder can be paired with the respective lock in operating mode “shared use”. When 

using the LMS software, further transponders can also be permanently assigned to locks 

in mode “shared use” (see “Assigned use” operating mode). This is necessary for an 

emergency opening. Even when using the LMS software, only one transponder can be 

coupled with a lock in operating mode “shared use”. This transponder is blocked for 

further RFID systems in the operating mode “shared use” until the coupling is canceled. 

− Configuration of RFID systems 

The entire configuration of the RFID systems takes place in the LMS software. Functions 

such as activation / deactivation of acoustic signals, resetting to factory settings, change 

of operating mode etc. are carried out without master and programming cards. The 

settings of the RFID systems are configured in the LMS software and transmitted to the 

RFID systems with the app LEHMANN Data Transfer on a smartphone. Simultaneous use 

of LMS and master and programming cards is not possible! 

− Automatic Opening 

This is a new feature for LEHMANN RFID systems that allows automatic opening after a 

period of time or at a fixed time. This function can be activated for RFID systems in both 

operating modes. The function is deactivated in the factory settings. 

− Automatic Closing 

A new feature for LEHMANN RFID systems that allows automatic locking after a period of 

time or at a fixed time. This function can only be activated for RFID systems in “assigned 

use” operating mode. Note that this feature is only suitable for locks with a spring-loaded 

bolt. 

− Activity logging 

Activities at the RFID systems can be logged on demand and transferred by using the 

smartphone with the app LEHMANN Data Transfer and then displayed in the software. 

This function is deactivated in the factory settings. If required, the log files can only be 

displayed with a 2-factor authentication. Furthermore, you can set how long the data 

should be stored in the software (factory settings: 14 days). The display of the data is only 

possible for LMS users with “admin rights”. 

− Replace transponders 

If a transponder is not available any more, the authorizations can easily and quickly be 

transferred to a new transponder.  

− Emergency opening 

The emergency opening is possible with standard transponders. For this purpose, the 

authorization for the respective RFID system is given to a transponder in the LMS 

software. 

 

ATTENTION:  
Deleting the LMS database will result in an unusable RFID reader, unless the lock / the RFID reader 
is reset to factory settings in the LMS software before the database is deleted. 
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2 Chapter 2: Operation of the LEHMANN Management Software 
 

2.1 Commissioning and first steps 

2.1.1 First start of the software 
• Connect the USB desktop reader to the laptop / PC 

• Start the installation of the software LMS and follow the instructions during the 

installation. 

• Select the installation type. For more information about the installation, please refer 

to the separate installation manual.  

• After completing the installation, start the LMS software. Double-click the icon for 

the LEHMANN Management Software on your desktop. Alternatively, you can 

search and start the LEHMANN Management Software under the Windows Start 

button (“Search programs / files”). 

• Wählen Sie zunächst die Sprache. Sie können die Sprache jederzeit ändern. 

• Enter the license key to activate the software. Place the card with the licence key on 

the USB desktop reader and click on “Read card with licence key”. Alternatively, you 

can enter the licence key on the keyboard. Click on “Continue”. 

• Assign a username and secure password. The first LMS-user automatically has 

admin rights. 

• Assign a project name and click on “Save”. 

 

2.1.2 Login 
• Enter username and password. 

• Select in the drop-down list the project that should be opened. Note that the 

required authorizations for the respective project must be assigned to the LMS user 

(see 2.10). 

• Click on “Login”. 

 

2.2 Selection of the RFID technology per project 
LEHMANN MIFARE® RFID systems and LEHMANN LEGIC RFID systems can be managed and 

configured in the LMS software. When creating a new project, the standard setting is always set 

to MIFARE® DESFire®. 

If you are using MIFARE® RFID systems in the project, you do not have to make any changes to the 

RFID technology in the settings. Please continue with point 2.3 in this manual when using 

LEHMANN MIFARE® RFID systems. 

If you are using LEHMANN LEGIC RFID systems in the project, you must first make a change in the 

project settings with regard to the supported RFID technology. To do this, proceed as follows: 

• Click on "Project Settings" in the main menu. 

• Activate the "LEGIC advant" type in the "General Settings" tab. 

• Click on "Save". 
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Figure: Selection of the RFID technology per project 

Only one RFID technology is supported within a project. Please note the supported transponder 

types (see point 1.2.2). It is possible to use LEHMANN MIFARE® RFID systems in the first project 

and LEHMANN LEGIC RFID systems in other projects. 

After activating LEGIC advant under the project settings, the additional item "LEGIC" appears in 

the main menu. Before LEHMANN LEGIC RFID systems or the corresponding transponders can be 

programmed, the USB desktop reader must first be launched with a LEGIC SAM. To do this, 

proceed as follows: 

• Click on "Launch data wizard" in the main menu under “LEGIC”. 

• Place your LEGIC SAM transponder on the USB desktop reader and leave it there until the 

data has been transferred. 
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Figure: Configuration of USB desktop reader  with LEGIC SAM 

If LEGIC RFID systems should be used in LMS, the RFID systems must be configured with your 

LEGIC SAM63 before they can be programmed in LMS. Further information on the LEGIC-specific 

functions in the LMS software can be found under point 2.15. 

 

2.3 Assistence functions  
With the assistance functions, RFID systems and transponders can easily be added to the LMS 

software. If you are using LEHMANN LEGIC RFID systems, the RFID systems must be launched with 

a LEGIC SAM before programming. Further information can be found in point 2.15. 

2.3.1 Assign RFID systems  
The RFID systems must be in factory settings. Click in the main menu under assistants on 

“Program locks”. Follow the instructions in the assistant to initialize and configure the RFID 

systems. 

Alternatively, without wizard:  

• Open the app LEHMANN Data Transfer on your smartphone. 

• Hold the smartphone with the NFC antenna centered on the RFID readers of the 

locks.The initial information of the lock is transferred to the app. 

• It is recommended that you give in the app a clear and understandable name for the 

lock so that you can easily identify the lock. 

• Click on ”Add” in the app to confirm the name of the lock. 

• If required, repeat the process for further locks. 

• Click on “Data transfer” in the LMS software. 
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• Place the smartphone with the open app on the USB desktop reader and leave it 

there during the entire data transfer. 

• The lock information is now transmitted. For each lock, a configuration window 

opens in succession. Configure the locks. Pay attention to the correct time zone. For 

more information about the configuration options, see 2.9.2. Then click on “Save”. 

 

 Figure: Create a new lock 

• The new configuration data for the locks will be transferred back to the 

smartphone. 

• Hold the smartphone with the app in front of the RFID readers of the locks. The 

new configuration data and encryption information are transmitted to the 

individual locks. 

• The assigning of new RFID systems is completed by placing the smartphone with 

the open app again on the USB desktop reader and by clicking on “Data transfer” in 

the LMS software. With this step, the software receives confirmation that the RFID 

systems are now configured and ready for use. 

 

2.3.2 Assign transponders 
• Click in the main menu on “Program transponders” and follow the instructions in 

the software. 

• Place a transponder on the USB desktop reader and leave it there during the 

process of adding the transponder to the LMS software. 

• Enter the name of the transponder in the pop-up window. 
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 Figure: Create a new transponder  

• You can enter additional information in the pop-up window to simplify the 

administration. 

• If the transponder should not be valid immediately and / or not indefinitely, 

uncheck the box “Valid from” or “Valid to” and enter the corresponding date. 

• Click on “Save”. 

• The data is transferred to the transponder. 

• After the process has been completed, you can place another transponder on the 

USB desktop reader and repeat the process. 

 

2.4 Assign authorisations / delete authorisations 
• Click on “Matrix” in the main menu. 

• Assign permissions for transponders for the required RFID systems by ticking in the matrix 

with a mouse click. 

• To delete an authorization, remove the check mark in the matrix with a mouse click. 

• The blue dot next to the transponder and next to the RFID system means that a data 

transfer to the transponder or to the RFID system has to be carried out. 

• Click on “Data transfer“ in the main menu. 

• The lists show the transponders and RFID systems that require programming. 
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Distribute permissions with transponders: 

• Place the transponder on the USB desktop reader for which you have created or changed 

authorizations. 

• The data transfer is done automatically. 

• If required, place further transponders with pending programming on the USB desktop 

reader one after the other. 

• The transponders are now programmed and can be used for the RFID systems. 

• The blue dot next to the transponder and next to the RFID systems in the matrix has now 

disappeared. 

• Hold the transponder in front of the RFID reader and check the open / close functions 

when the furniture door is open. 

Alternatively, permissions can be distributed to the locks with the smartphone: 

• Place the smartphone with the open app LEHMANN Data Transfer on the USB desktop 

reader and leave it there during the process of data transfer. 

• The data transfer is done automatically. 

• Hold the smartphone with the app in front of the RFID readers of the locks. Hold the NFC 

antenna on your smartphone centered in front of the RFID reader on the lock. 

• The new permissions are transferred to the individual locks.  

• The process is completed by placing the smartphone with the open app on the USB 

desktop reader and by clicking on “Data transfer” in the LMS software. With this step, 

the software receives the confirmation that the RFID system has received the new 

authorizations. 

 

2.5 Data transfer   
After each adding of new transponders or locks as well as after authorization and configuration 

changes in the software there is a need for programming on the transponders or on the locks. The 

programming requirement is shown in the matrix and in the lock / transponder overviews by a 

blue dot next to the transponders or locks. 

• Click on “Data transfer” in the main menu. 

• In the lists for “Transponders” and “Locks” there are all components with programming 

requirements.  

• Data transfer to transponders:  

o Place the transponders with programming requirement one at a time on the USB 

desktop reader. 

o The data is transferred automatically 

o The transponders are now programmed and can be used for the RFID systems. 

o The blue dot next to the transponder and next to the RFID systems in the matrix 

has now disappeared. 

o Hold the transponder in front of the RFID reader and check the open / close 

functions when the furniture door is open. 

o After successful data transfer, the transponders are automatically removed from 

the list. 

• Data transfer to smartphones: 

o Open the app LEHMANN Data Transfer on your smartphone. 
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o Place the smartphone with the open app on the USB desktop reader and leave it 

there during data transfer. 

o The data is transferred automatically. 

o Hold the smartphone with the app in front of the RFID readers of the locks. Hold 

the NFC antenna of your smartphone centered in front of the RFID reader of the 

lock. 

o The new permissions are transferred to the individual locks.  

o The process is completed by placing the smartphone with the open app on the 

USB desktop reader and by clicking on “Data transfer” in the LMS software. With 

this step, the software receives the confirmation that the RFID system has received 

the new authorizations. 

o After successful data transfer, the transponders are automatically removed from 

the list. 

 

2.6 Groups 
For easier management, transponders and RFID systems can be grouped. It is possible to create up 

to ten group levels. The groups are displayed in the matrix next to the associated transponders or 

the associated RFID systems. Note that groups are not displayed in the matrix until transponders 

or RFID systems have been assigned to these groups. 

 

 

2.6.1 Transponder groups  
• Click on “Transponder groups”. You receive an overview of the transponder groups. 

Transponder groups are displayed under the “Main group”. The following actions are 

possible: 

 
Figure: Transponder groups  
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• New:  Add new groups 

• Edit:  Change existing group names and hierarchy levels 

• Delete:  Delete groups   

 

2.6.1.1 Add transponder group 
• Click on “New“. 

• Assign a name to the new group and, if necessary, select a previously created 

group as the superior group. 

• You can assign colours to each group displayed in the matrix. 

• Click on “Save“. 

 

2.6.1.2 Assign or move a transponder to a group 
• All transponders that are not assigned to a group are located in the folder “Main 

group” (see figure “transponder groups”). 

• Select one or more transponders to be assigned or moved to a group. 

• Then drag & drop the transponders into the required group. 

 

2.6.1.3 Edit transponder groups 
• Select the group to be changed in the list with a mouse click and click on “Edit”. 

• Change the name of the group, the parent group or the colour representation 

in the matrix. 

• Click on “Save“. 

• To move groups, select a group and drag & drop the group to the required 

location. Any sub-groups are moved as well. 

 

2.6.1.4 Delete transponder groups  
• Select the group to be deleted in the list with a mouse click and click on “Delete”. 

• Confirm the deletion. 

• If transponders are still in the group that should be deleted, the transponders 

are retained and are moved to the next higher group. 

 

2.6.2 Lock groups 
• Click on “Lock groups” in the main menu and you will get an overview of the lock 

groups. You can also assign a superior group to a lock group. Lock groups are displayed 

under the “Main group”. The following actions are possible: 
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Figure: Lock groups 

 

o New:  Add new groups 

o Edit:  Change existing group names and hierarchy levels 

o Delete:  Delete groups 

 

2.6.2.1 Add lock groups 
• Click on “New“. 

• Assign a name to the new group and, if necessary, select a previously created 

group as the superior group. 

• You can assign colours to each group displayed in the matrix. 

• Click on “Save“. 

 

2.6.2.2 Assign or move a lock to a group 
• All locks that are not assigned to a group are located in the folder “Main group” 

(see figure “Lock groups”). Please click on “Main group”. 

• Select one or more locks to be assigned or moved to a group. 

• Then drag & drop the locks into the required group. 

 

2.6.2.3 Edit lock groups 
• Select the group to be changed in the list with a mouse click and click on “Edit”. 

• Change the name of the group, the superior group or the colour representation 

in the matrix. 

• Click on “Save“. 
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• To move groups, select a group and drag & drop the group to the required 

location. Any sub-groups are moved as well. 

 

2.6.2.4 Delete lock groups  
• Select the group to be deleted in the list with a mouse click and click on “Delete”. 

• Confirm the deletion. 

• If locks are contained in the group to be deleted, the locks are retained and may 

be moved to the next higher group. 

 

2.7 Authorisation of groups  
• Click on “Matrix“ in the main menu. 

• Click on the group name (transponder / lock) within the matrix. The associated 

transponders or locks are hidden, so that only the group name is displayed (see figure: 

Groups (2)). 

  
Figure: Groups (1)  Figure: Groups (2) 

 

• Authorise the entire group on the respective RFID system by ticking in the matrix with a 

mouse click. 

• The blue dot next to the transponder group and next to the RFID system means that data 

must be transferred to all transponders in the group or to the RFID system. 

• Click on “Data transfer” in the main menu and carry out the data transfer as described in 

2.5. 

If not all transponders or locks of a group have the same authorizations, this is indicated in the 

matrix by a gray tick. 

CAUTION: If there are a large number of concurrent permission changes, such as those that 

occur when permission changes are made to groups, the software LMS may need much 

more time to process the changes. 

 

2.8 Add, configure and delete transponders 
To add, configure and delete transponders, you need the appropriate authorization (see 2.10). 

• Click on “Transponders” in the main menu and you get an overview of the transponders. 

• The following actions are possible 

o New:  Add new transponders  
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o Edit:  The settings for one or more selected transponders can be 

changed. 

• Several transponders can be marked and selected at the same time. In this way, 

configurations (e.g. validity) or actions (e.g. deleting lost transponders) can be carried 

out for several transponders at the same time. To configure several transponders at the 

same time, click on "Edit" after selecting the transponders. Please note that not all 

actions or configuration changes for transponders can take place at the same time. 

Certain changes must be made separately for each transponder. 

 

 
Figure: Selection of several transponders  

 

2.8.1 Add new transponders  
• Click on “New” to create a transponder. 

• Place a transponder on the USB desktop reader and click on “Read UID”. The 

transponder's UID is automatically written to the required UID field. 

• The Transponder Type field is automatically filled. 

• The following settings are possible in the “Common Settings” tab: 
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Figure: Create a new transponder 

 

o Assign a unique name for the transponder. 

o If necessary, assign the transponder to a previously created group. 

o If the transponder is not to be valid immediately and / or not indefinitely, 

uncheck the box “Valid from” or “Valid to” and enter the corresponding date. 

o If required, enter additional information about the person using the 

transponder, such as employee number, department, etc. 

o You can add a picture of the transponder holder by clicking on “Add image” or 

delete an existing picture by clicking on “Delete image”. 

• Click on “Save”. 

• Click on “Data transfer” in the main menu and transfer the changes to the 

transponder (see 2.5). 

 

2.8.2 Settings for the transponders  
• Click on “Transponders“ in the main menu. 

• Select one or more transponder in the overview of all transponders and click on 

“Edit”.  

• You can use the filter function to search for specific transponders. To do this, enter a 

part of the transponder name in the filter, then you will see all transponders that 

contain the text in the name. 

• The information and settings in this screen can be changed at any time, except for 

the UID and Transponder Type. 
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• Click on “Save“. 

• Check whether the changes require any programming. Click on “Data transfer” in 

the main menu and transfer the changes to the transponder if required (see 2.5).  

 

2.8.3 Permissions 
In addition to the authorization management in the matrix, permissions can also be 

managed in the main menu under “Transponders”: 

• Click on “Transponders“ in the main menu.  

• Select one or more transponder in the overview of all transponders and click on 

“Edit”. 

• Click on the “Permissions” tab. 

 
Figure: Edit transponders - Permissions 

 

• In the right table (Available locks) you will find all the locks that are already available 

in the project and for which the transponder has no authorisation. Furthermore, the 

groups in which the locks are located are displayed here. 

• In the left table (Authorized locks) are the locks for which the transponder is already 

authorized. Furthermore, the groups in which the locks are located are displayed 

here. 

• Select and mark any number of locks and drag the locks from one side to the other 

in order to edit permissions. Before the data transfer is done, changes in 
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permissions are marked in this view with a blue dot (new authorization) or with a 

red cross (authorization revoked). 

• You can also move entire groups including all locks. 

• Programming requirement is indicated by a blue dot. 

• Click on “Save”. 

• Click on “Data transfer” in the main menu and transfer the changes to the 

transponder or to the locks by using the smartphone (see 2.5). 

 

2.8.4 Replacing and deleting transponders and more options 
• Click on “Transponders“ in the main menu. 

• Select one or more transponder in the overview of all transponders and click on 

“Edit”. 

• Click on the tab “More options”. 

• In the tab “More options” the following settings can be made: 

 

Figure: Edit transponder – More options 

 

• Replace transponders: The transponder can be replaced e.g. after loss. 

o Click on “Replace transponders”. 

o Place the new transponder on the USB desktop reader and click on “Read 

UID”. 
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o All previous authorizations and blocking remarks are automatically 

transferred to the new transponder. The previous transponder loses its 

validity for locks in „assigned use” mode. 

o Click on “Save”. The data transfer to the new transponder starts 

automatically.  

ATTENTION: Click on “Data transfer” in the main menu. Transfer the data to 

the RFID systems immediately with a smartphone as described under point 

2.5.  

The temporary authorisation for a lock in “shared use” mode is not 

transferred to the new transponder. In this case, an emergency opening 

must be carried out on the lock (see point 3.5). 

 

o Reset transponder: The transponder will be reset. The transponder does not appear 

in the matrix any more. The transponder can then be programmed again. 

o Place the transponder that should be reset on the USB desktop reader. 

o Click on “Reset transponder“. 

o The transponder is reset immediately and removed from the matrix. There 

is no further need for programming under “Data transfer”. 

• Delete lost transponder: All information on the transponder will be deleted. The 

transponder does not appear any longer in the matrix. The transponder can then be 

used again. 

o Click on “Delete lost transponder“. 

o The transponder will be deleted immediately and removed from the matrix.  

ATTENTION: Click on “Data transfer” in the main menu. Transfer the changes to 

the RFID systems with the smartphone as described in 2.5. The authorization in 

the locks in “assigned use” mode is deleted after performing the data transfer to 

the RFID systems. Otherwise, the old transponder retains access rights. 

• Assignment display: If an RFID lock in the operating mode “shared use” has been 

locked with the transponder, the name of the corresponding RFID lock is displayed. 

o Place the transponder on the USB desktop reader. 

o Click on “Assignment display“. 

• Reset assignment: After an emergency opening in operating mode “shared use”, the 

transponder is blocked for parallel use on other RFID systems in operating mode 

“shared use”. In order to un-block the transponder, use this function: 

o Place the transponder on the USB desktop reader. 

o Click on “Reset assignment”. 

o The occupancy settings on the transponder are automatically deleted. There 

is then no further need for programming under “Data transfer”. 

 

2.9 Add, configure and delete RFID systems 
To add, configure and delete RFID systems, you need the appropriate authorization (see 2.10). If 

you are using LEHMANN LEGIC RFID systems, the RFID systems must be launched with a LEGIC 

SAM before programming. Further information can be found in point 2.15. 

• Click on “Locks” in the main menu and you will get an overview of the RFID systems. In this 

overview you will see all the RFID systems added to this project as well as further 
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information such as groups, operation mode and battery status. Further information about 

the battery status can be found in section 3.6 of this manual.  

• Several locks can be marked and selected at the same time. In this way, configurations (e.g. 

operating mode) or actions (e.g. resetting locks) can be carried out for several locks 

simultaneously. To configure several locks at the same time, click on "Edit" after selecting 

the locks. Please note that not all actions or configuration changes for locks can take place 

at the same time. Certain changes must be made separately for each lock. 

 

2.9.1 Add RFID systems 
• The RFID systems must be in factory settings. 

• Click in the main menu on “Program locks” and follow the instructions in the 

software. 

Alternatively, proceed as follows: 

• Open the app LEHMANN Data Transfer on your smartphone. 

• Hold the smartphone with the opened app in front of the RFID readers of the locks. 

Hold the NFC antenna of your smartphone centered in front of the RFID reader of 

the lock. 

• The initial information of the lock is transferred to the app. 

• It is recommended that you give a new and clear name for the lock in the app with 

which you can identify the lock. 

• Click on “Add” in the app to confirm the (new) name.  

• If necessary, repeat the process for further locks. 

• Click on “Data transfer” in the LMS software. 

• Place the smartphone with the open app on the USB desktop reader and leave it 

there during the entire data transfer. 

• The lock information is now transmitted. For each lock, a configuration window 

opens in succession. Configure the locks. Pay attention to the correct time zone. For 

more information about the configuration options, see 2.9.2. Then click on “Save”. 
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 Figure: Create a new lock – General settings 

• The new configuration data for the locks will be transferred back to the smartphone. 

• Hold the smartphone with the opened app in front of the RFID readers of the locks. 

The new configuration data and encryption information are transmitted to the 

individual locks. Hold the NFC antenna of your smartphone centered in front of the 

RFID reader of the lock. 

• The process is completed by placing the smartphone with the open app on the USB 

desktop reader and clicking on "Data transfer" in the LMS software. Leave the 

smartphone on the USB desktop reader during the data transfer. With this step, the 

software receives the confirmation that the RFID system is now configured and ready 

for use 

Hold the smartphone with the opened app of the RFID readers of the locks, in order to 

update the time in the RFID systems. This is necessary, for example, after a battery 

change. Otherwise, a trouble-free operation is not possible for RFID systems with time-

dependent functions. 

 

2.9.2 Settings of the RFID systems 
• Click on “Locks“ in the main menu. 

• Select one or more locks in the overview for which the configuration should be 

changed and click on “Edit”. 

• You can use the filter function to search for specific locks. To do this, enter a part of 

the lock name in the filter, then you will see all locks that contain the text in the 

name. 

• In the tab “General settings”, the following settings for the respective RFID system 

can be made both directly when the lock is added and during operation: 
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o Operating mode: Selection of the operating mode (Note: RFID systems in 

the operating mode “shared use” are shown in the matrix with an asterisk in 

front of the lock name). Further information about the operating modes can 

be found in 1.2.1. 

o Automatic locking: In addition to the default setting (Off), a time period or a 

fixed time can be selected when the locks close automatically. This function 

is available in “assigned use” mode. NOTE: Please note that this function is 

only suitable for locks with a spring-loaded bolt! 

o Automatic opening: In addition to the default setting (Off), the locks can be 

configured to open automatically after a period of time or at a fixed time. 

o Acoustic signal: In addition to the default setting (On), the acoustic signal 

can be deactivated. 

o Activity logging: Activities on the RFID systems can be logged and 

transferred using the LEHMANN Data Transfer app and then displayed in the 

software. This function is deactivated in the factory settings. When you first 

click on “On” within a project, you must make a decision whether you want 

a 2-factor authentication. 

 
Figure: Two-factor authentication 

 

With a 2-factor authentication (enter of a second password) the log files are 

additionally secured. Furthermore, in the main menu under Project settings 

(see 2.11.2) you can set how long the data should be stored in the software 

(factory setting: 14 days). The display of the data is only possible for users 

with “admin rights”. 

After activating the “Activity logging”, the tab “Lock activities” appears. 
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Figure: Edit lock – General settings 

 

o Time zone: If the time zone for the RFID system is not set correctly, please 

set the correct time zone. The correct time is necessary for time-dependent 

functions. 

• Enter your required settings for the RFID lock. 

• Click on “Save“. 

• Click on “Data Transfer” in the main menu and transfer the changes to the 

smartphone. Execute the data transfer to the RFID systems as described under 2.5. 

 

2.9.3 Permissions 
• Click on “Locks“ in the main menu. 

• In the locks overview, select one or more locks for which the permissions should be 

changed and click on “Edit”. 

• In addition to the authorization management in the matrix, permissions can also be 

managed in the tab “Permissions”: 
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Figure: Edit lock - Permissions 

• In the right table (Available transponders) you will find all the transponders that are 

already available in the project and that have no permission at this lock. 

Furthermore, the groups in which the transponders are located are displayed here. 

• In the left table (Authorised transponders) are the transponders that have a 

permission for this lock. Furthermore, the groups in which the transponders are 

located are displayed here. 

• Select and mark any number of transponders and drag the transponders from one 

side to the other in order to edit permissions. Before the data transfer is done, 

changes in permissions are marked in this view with a blue dot (new authorization) 

or with a red cross (authorization revoked). 

• You can also move entire groups including all transponders. 

• The authorization change is indicated by a blue dot. 

• Click on “Save”. 

• Click on “Data transfer” in the main menu. Execute the data transfer as described in 

2.5. 

 

2.9.4 Reset lock, delete lock and firmware updates  
• Click on “Locks” in the main menu. 

• In the overview of locks, select the required lock(s) and click on “Edit”. 

• In the tab “More options” the following settings can be made: 
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Figure: Edit lock – More options 

 

o Reset lock: The lock will be set to the factory settings. Confirm the reset in 

the pop-up window. 

▪ Click on “Save“. 

▪ Click on “Data transfer” in the main menu. Execute the data transfer 

to the RFID systems with the smartphone as described in 2.5. 

o Delete lock: The lock can be deleted from the software e.g. in the event of a 

defect without further programming possibilities. Confirm the operation 

after clicking “Delete lock” in the dialog box. IMPORTANT: The lock cannot 

be used any more after this process! 

o Firmware update: The RFID reader at the lock is set in a special mode to 

update the firmware. 

▪ Click on “Firmware update”. 

▪ Click on “Data transfer” in the main menu. Execute the data transfer 

to the RFID systems with the smartphone as described in 2.5. To 

update the firmware, use the software LEHMANN Firmware 

Updater at www.lehmann-locks.com. 

o Battery: The last transferred battery status is displayed. For an updated 

battery status, the data must be collected from the lock by using the app.  

▪ Hold the smartphone with the opend app in front of the RFID reader 

of the lock. Transfer the data into the software. 

▪ Click on “Data transfer“ in the main menu. 

▪ Place the smartphone with the opened app on the USB desktop 

reader and transfer the data to LMS. 
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ATTENTION: If a programming requirement for the lock continues to be listed under 

Data transfer after resetting a lock, the lock must be marked under “Lock archive” and 

then deleted with the button “Delete lock data” (see 2.11.2). 

 

2.9.5 Activity logging (only with admin rights) 
• This function must be activated for all relevant locks (see 2.9.2). 

• The lock saves the last 640 activities. The oldest entry is overwritten in the lock 

when new events are added. Administrators can decide how long the collected data 

will be stored in the LMS. 

• Use the smartphone to collect the data at the respective locks. Hold the 

smartphone with the opened app LEHMANN Data Transfer in front of the RFID 

reader of the lock.  

• Click in the software on “Data transfer”. 

• Place the smartphone with the opened app on the USB desktop reader and transfer 

the data to LMS. 

• Click on “Locks” in the main menu.  

• In the overview of locks, select the required lock and click on “Edit”. The activity 

logs are only displayed for one lock. It is not possible to display the activity logs of 

several locks at the same time. 

• The following operations can be done in the tab “Lock activities”: 

 
Figure: Edit lock – Lock activities 

 

o Display data: If data is available, this button can be selected. If the 2-factor-

authentication has been activated, enter your password and click on “Save”. 

Available data will be displayed. 

o Delete data: The available data will be deleted. 
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o To the clipboard: The data is copied to the clipboard so that you can paste 

this data into other file formats such as Excel. 

o Change password: If the 2-factor-authentication has been activated, you can 

change the password here. For security purpose, all previous activity logs are 

deleted when changing the password. 

 

2.10 LMS users 

2.10.1 Hierarchy levels for users of the LEHMANN Management Software 
There is a distinction between the following authorization levels in the LMS software:  

Admin: 

• Change settings in the LMS software 

• Activation of activity logging at RFID systems 

• Display of lock activities  

• Add, edit and delete projects 

• Add, edit and delete LMS users  

• Add and manage licence keys 

• Add, edit and delete transponders  

• Add, edit and delte RFID systems 

• Authorization management in matrix 

 

Manager (for single projects): 

• Add, edit and delete transponders  

• Add, edit and delete RFID systems 

• Authorization management in matrix 

• Limited settings in the LMS software 

 

Editor (for single projects): 

• Authorization management in matrix 

 

Viewer (for single projects): 

• Looking into the software is possible. There are no further permissions within the 

software. 

 

2.10.2 Add new LMS users 
Note: Only LMS users with admin rights are able to see an overview of all LMS users. To create 

new users, a sufficient number of licences must be activated (see 2.12). 

• Click on “LMS users” in the main menu. 

• Click on ”New“. 

• Assign a name and the password for the new LMS user. 

• Repeat the password. 
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• Click the button ”+“. 

• Select the project in the drop-down list, for which the new LMS user should be 

authorized.  

• Select the authorization level in the drop-down list for the new LMS user in this 

project. 

• Click on “Save”. 

• Click on “Save” in the remaining popup window. 

 

2.10.3 Edit permissions for LMS users 
• Click on “LMS users” in the main menu. 

• Select the LMS user in the overview, for which authorization changes should be 

made and click on “Edit”. 

• Make the changes (e.g. username, password) directly in the window “Edit LMS 

user”. 

• If the permission hierarchy is to be changed for the LMS user, select the project and 

click on the button  .  

• Change the permission hierarchy in the drop-down list and click on “Save”. 

• Click on “Save” in the window “Edit User”. 

 

2.10.4 Delete permissions for LMS users  
• Click on “LMS users” in the main menu. 

• Select the LMS user in the overview, for which authorization changes should be 

made and click on “Edit”. 

• Select the project for which the authorization should be deleted and click on the 

button  .  

• Confirm that you want to delete the authorization. 

• The original authorization is no longer displayed in the window “Edit user”. 

• Click on “Save”. 

 

2.10.5 Change password for LMS users  
• Click on “LMS users“ in the main menu. 

• Click on ”Change password“. 

• Enter the current password. 

• Enter a new password. 

• Repeat the new password. 

• Click on ”Save“. 

 

2.11 Projects and Project settings (only with admin permissions) 
Several projects can be managed in the LMS software. A project corresponds to a matrix with the 

RFID systems, transponders and authorisations. Depending on the storage space on the 

transponders, transponders can be used in up to 5 projects. Different LMS users with different 
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authorizations can be assigned to projects. A change between the projects is possible with the 

appropriate authorizations. 

IMPORTANT: A RFID system consists of a lock and a RFID reader. A RFID system can only be 

used in one project.  

  

2.11.1 Add a project 
• Click on “Project” in the main menu. 

• Click on ”New“. 

• You have the option of adjusting the deletion intervals for the project (see 2.11.2). 

• Enter a name for the new project and click “Save”. 

 

2.11.2 Delete intervals 
The LMS software stores certain data about the RFID systems and the transponders. This also 

applies to deleted RFID systems and transponders. This information is stored in the 

transponder archive or lock archive. You can find the archives by clicking on "Transponders" or 

“Locks” in the main menu. Click on “Transponder archive” or “Lock archive” in the upper right 

corner. 

 

Figure: Lock archive 

By default, the delete interval is set to 14 days. After 14 days, all data in the lock archive and 

transponder archive are deleted except the UID. 

To change the deletion interval of project archiving, proceed as follows: 

• Click on “Project settings” in the main menu. 

• Select the project for which the deletion interval is to be set. 
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• Click on “Edit”. 

• Select the tab “Delete intervals”.  

• Change the value after “Delete project archiving after X days”. 

• Click on ”Save“. 

Furthermore, the operations at the RFID systems can be logged in the LMS software. This 

function is always deactivated (see 2.9.2). After activating this feature, the data is stored for 

14 days in the software. 

To change the deletion interval of the log files, proceed as follows: 

• Click on “Project settings“ in the main menu. 

• Select the project for which the deletion interval is to be set. 

• Click on “Edit”. 

• Select the tab “Delete intervals”.  

• Change the value after “Delete lock operations after X days”. 

• Click on ”Save“. 

 

2.11.3 Transponder types 
The transponder types used in a project must be registered in the LMS software. This already 

takes place during the set-up of the project, but can also be entered manually at a later point 

of time. 

Register transponder types manually (only with admin permissions): 

• Click on “Project settings“ in the main menu. 

• Click on the tab “Transponder types“. 

• Click on ”New“. 

• Place the transponder on the USB desktop reader and click on “Detect transponder 

type”. 

• The field “Transponder type” is filled automatically. 

• Click on “Save”. 

If you use existing transponders from third party providers, which are secured with a master 

password, then you must enter this master password in the transponder type so that the 

transponders can be used with the LMS software. In this case, you will get the master password 

from the provider of your transponders (for example from the manufacturer / operator of your 

access control system). 

 

2.11.4 Switching between projects  
In order to switch quickly between projects, select the project in the drop-down list called 

“Project” in the lower right corner. Prerequisite for switching projects are the corresponding 

authorizations for the required project (see 2.10). 

 

2.11.5 Change project name 
• Click on “Projects” in the main menu. 

• Select the project and click on “Edit”. 
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• Change the name of the project and click on “Save”. 

 

2.11.6 Delete projects  
Projects can only be deleted if transponders and locks have been removed beforehand. 

• Click on “Projects” in the main menu. 

• Select the project that should be deleted and click on “Delete”. 

• Confirm that the project should be deleted. 

 

2.12 Licence keys 
Licence keys for certain software modules are managed in the main menu under “Licences”. A 

licence extension is necessary, for example, for additional LMS users. For the verification of the 

license key an internet connection is necessary. 

• Click on “Licences” in the main menu. 

• Click on “New”. 

• Place the card with the licence key on the USB desktop reader and click on “Read card 

with licence key”. Alternatively, you can enter the license key on the keyboard. 

• Click on “Save”.  

 

2.13 System settings 
Click on “System settings” in the main menu to change one of the following settings. Please note 

that for some settings admin rights are required: 

2.13.1 Change language 
• Click on the tab “Language” and select your preferred language. 

• Click on “Save”. 

 

2.13.2 Proxy settings 
If you run LMS in a corporate network that uses a proxy, you must specify the proxy so that 

the LMS software can connect to the Internet. The licence key for the software LMS cannot 

be verified without a valid internet connection. 

 

2.13.3 User Interface / Manage backup alerts 
In the tab "User Interface" under the “System settings” in the main menu, you can deactivate 

and reactivate the warning about outdated backup copies. 

 

 

2.14 Import & Export (backup) 
Attention: 

Deleting the LMS database will result in an unusable RFID reader unless the RFID system is reset 

to factory defaults before the database is deleted. Regular backups are strongly recommended. 



 

36 
 

U
se

r 
G

u
id

e
 L

EH
M

A
N

N
 M

an
ag

em
en

t 
So

ft
w

ar
e_

2
0

2
0

-0
9

-2
1

_G
B

 

The software shows you a warning every two weeks if no backup copy has been made after 

configuration or authorization changes. This warning also appears each time the software is 

restarted if a backup copy has not been made after creating a new lock. This function can be 

deactivated in the warning window. To reactivate the warning see point 2.13.3. 

 

You can import or export data as well as the entire database. 

 

• Click on “Import / export” in the main menu. 

• The software will guide you through the next steps. 

 

Figure: Import / export 

 

2.14.1 Backup of the entire database or of individual projects  
Here you can create or restore a complete backup of the entire database or individual projects. 

To create a backup of a database or individual projects, proceed as follows: 

• Click on “Import / export” in the main menu. 

• Click on “Backup”. 

• Select the projects for which you want to create a backup. To save the entire 

database, select all projects. 

• Select an export path where to save the backup file. Click on “Select file”. Enter a file 

name for the backup file and click “Save”. 

• If required, enter a password to protect the backup file. 

• Click on “Export“. 

To restore a database or individual projects, proceed as follows: 

• Click on “Import / export” in the main menu. 

• Click on “Restore”. 

• To select the file that should be imported, click “Select File”.  
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• If the backup file is protected with a password, enter the password. 

• Select one or more projects to be imported and click on “Import”. 

ATTENTION: If more LMS users have been created in the imported project than you have 

activated in your current LMS software, an error message appears. Permissions for the LMS 

users on the imported project may need to be reassigned (see 2.10 and 2.12). 

 

2.14.2 Import (from Excel): 
Here you can import data from Excel. Click “Yes” if you have a list with UIDs from existing 

transponders that should be used in LMS. In this case, the transponders do not have to be 

placed on the USB desktop reader when the transponder is added to LMS. Only for later usage, 

the transponder must be placed once on a USB desktop reader to write the necessary LMS 

application data on the transponder. 

If no UIDs of transponders are contained in the Excel file, click on “No”. In this case, you must 

place the transponders individually on the USB desktop reader when they are added to LMS. 

You need a corresponding number of compatible transponders. 

Import a list with UIDs of transponders to be useed: 

• Click on “Import / export” in the main menu. 

• Click on “From Excel”. 

• Click on “Yes“ and then on “Import“.  

• Click on “Open file“ to select an Excel file. 

 

ATTENTION: The column headings in the list to be imported must all be the same 

as in the following figure: 

 

Figure: Required column headers when importing a list with UID 

 

• The compatible data is automatically imported into the project. 
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• You will find all imported data in the matrix or in the main menu under 

“Transponders“. Before the transponders can be used, they must be placed once on 

the USB desktop reader in order to save LMS application data on the transponder. 

 

Import a list without UIDs from transponders:  

• Click on “Import / export” in the main menu. 

• Click on “From Excel”. 

• Click on “No”, then click on “Import”.  

• Click on “Open file” to select an Excel file. 

 

ATTENTION: The column headings in the list to be imported must all be the same as 

in the following figure: 

 
Figure: Required column headers when importing a list without UID 

 

• The number of found records is displayed. Click on “Continue”. If you still have data 

in the memory, you can also click on “Next” without reading in a file. 

• You will see the available names from the Excel list. 

• Place a transponder on the USB desktop reader and select a name by double-clicking 

it from the list. The programming process of the transponder starts automatically. 

• Repeat this process until you have programmed all transponders and the list is 

empty. 

 

2.14.3 Export 
For data export, the formats Excel and CSV are available. A data export does not replace a 

backup and is not intended to create a backup. During an export process, you can export LMS 

users, transponders and locks of the current project. 

• Click on “Import / export” in the main menu. 

• Click on “As Excel” or “As CSV”. 

• First select the data to be exported. 
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• Click on “Select File” to set the export path and select a file name. Click on “Save”.  

• Click on “Export”.  

ATTENTION: Deleting the LMS database will result in an unusable RFID reader unless the lock 

is reset to factory settings before the database is deleted. For this reason, backup copies are 

strongly recommended. 

 

2.15 LEGIC specific functions and information in LMS 
When using LEHMANN LEGIC RFID systems in LMS, there are special configuration steps as well as 

functions and information available. This mainly involves additional steps in the process of creating 

a new project, configuring the USB desktop reader for the first time and programming the RFID 

systems. The basic processes in the authorization management, in the configuration during 

operation, and all other processes (e.g. replacement of lost transponders) remain unchanged and 

can be found in the individual sections of this manual. 

 

2.15.1 Select LEGIC as the RFID technology in the project 
If you are using LEHMANN LEGIC RFID systems in the LMS project, you must first make a change 

in the project settings regarding the supported RFID technology. To do this, proceed as follows: 

 

• Click on "Project Settings" in the main menu. 

• Activate the "LEGIC advant" type in the "General Settings" tab. 

• Click on "Save". 

 

Figure: Selection of RFID technology per project 

Only one RFID technology is supported within a project. Please note the supported transponder 

types (see point 1.2.2). It is possible to use LEHMANN MIFARE® RFID systems in the first project 

and LEHMANN LEGIC RFID systems in other projects. 
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2.15.2 Launch USB desktop reader with LEGIC SAM 
After activating LEGIC advant under the project settings, the additional item "LEGIC" appears 

in the main menu. Before LEHMANN LEGIC RFID systems or the corresponding transponders 

can be programmed, the USB desktop reader must first be launched with a LEGIC SAM. To do 

this, proceed as follows: 

• Click on "Launch data wizard" in the main menu under “LEGIC”. 

• Place your LEGIC SAM transponder on the USB desktop reader and leave it there until the 

data has been transferred. 

 
Figure: Configuration of the USB desktop reader with LEGIC SAM (1) 

 

• Optionally, you can give the LEGIC SAM Stamp a name (e.g. location of the locks or project 

name). This name is displayed under "Project Settings" in the "Transponder Types" tab and 

in the main menu under "Transponder" in the respective transponder settings. 
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Figure: Configuration of the USB desktop reader with LEGIC SAM (2) 

 

• Click on "Save". 

• Several LEGIC SAMs can also be transferred to a USB desktop reader. To do this, repeat 

the process. 

 

In the event that a LEGIC SAM is to be deleted from the USB desktop reader, proceed as 

follows: 

• Click on „Launch data wizard” in the main menu. 

• Place the appropriate LEGIC SAM64 transponder on the USB desktop reader and leave it 

there until the data in the USB desktop reader has been deleted. 

 

In order to check whether the USB desktop reader has been configured with a LEGIC SAM, 

proceed as follows: 

• Click on “System settings“ in the main menu. 

• Click on the tab „USB desktop reader” in the window “Edit settings”. 

• In the table "Activated LEGIC SAMs on the USB desktop reader" you can see with which 

SAM the USB desktop reader was configured. 
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Figure: Configured LEGIC SAMs on the USB desktop reader  

 

2.15.3 Program LEGIC RFID systems (transfer of LEGIC SAM63) 
If LEGIC RFID systems should be used in LMS, the RFID systems must be configured with your 

LEGIC SAM63 before the locks can be programmed in LMS.  

Launch of RFID systems with LEGIC SAM before programming them in LMS: 

• The RFID systems must be in factory delivery mode. 

• Hold the LEGIC SAM63 in front of the RFID reader for approx. 2 seconds until you hear an 

acoustic signal and a green flash on the LED of the RFID reader. If the RFID reader has 

already been launched with a SAM, the LED flashes twice red and twice green with 

simultaneous acoustic signals. 

• The RFID system can now be programmed into the LMS software. To do this, follow the 

instructions in points 2.3.1 or 2.9.1. 

 

Launch of RFID systems with LEGIC SAM after programming them in LMS (e.g. if the LEGIC 

stamp should be changed): 

• Follow the instructions in points 2.3.1 or 2.9.1 to program the RFID systems. 

• After programming the RFID systems, the LEGIC SAM63 must be transferred to the 

RFID systems. As long as this has not taken place, all transponders are rejected by the 

RFID systems. The missing SAM transmission is shown with a warning symbol in the 

matrix and in the lock settings. Furthermore, in the overview of all locks (click on 

"Locks" in the main menu), a "0" is shown in the "Stamps" column because no SAM 

has been transferred yet. 
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Figure: Warning symbol if LEGIC SAM is not transmitted to the RFID system 

 

• Click on “Locks“ in the main menu.  

• Select the required locks in the overview of all locks click on "Edit".  

• Click on the button „LEGIC launch” in the tab “More options” and then on “OK”. 

• Click on "Data transfer“ in the main menu. 

• Place the smartphone with the opened app LEHMANN Data Transfer on the USB 

desktop reader. 

• Hold the smartphone with the opened app LEHMANN Data Transfer in front of the 

RFID reader of the corresponding lock. The lock is placed in a mode for 5 minutes in 

which the LEGIC SAM63 can be transferred. 

• Hold the LEGIC SAM63 in front of the RFID reader for approx. 2 seconds until you 

hear an acoustic signal and a green flash. 

• Hold the smartphone with the opened app LEHMANN Data Transfer in front of the 

RFID reader of the corresponding lock (contrary to the instructions on the display). 

• Place the smartphone with the opened app LEHMANN Data Transfer on the USB 

desktop reader and transfer the data to the LMS software. To do this, you must be in 

the menu item "Data transfer". 

• The RFID system now accepts authorized transponders. 

• The warning symbol in the matrix has disappeared and in the overview of all locks 

(click on "Locks" in the main menu) there is now a "1" instead of "0" in the "Stamps" 

column. 

• If the warning symbol and the "0" are still displayed in the overview, hold the 

smartphone with the opened app LEHMANN Data Transfer in front of the lock's RFID 

reader again. Then place the smartphone with the opened app on the USB desktop 

reader and transfer the data to the LMS software. To do this, you must be in the 

menu item "Data transfer". The warning symbol should have disappeared after the 
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data transfer. Otherwise, please repeat the entire process again and make sure that 

the data transfer of the LEGIC SAM63 to the RFID reader is confirmed correctly. 

 

2.15.4 LEGIC RFID-Systeme zurücksetzen / LEGIC SAM löschen 
If the RFID system is completely reset to the factory settings (see point 2.9.4), the 

information that was previously transferred by using the LEGIC SAM63 is also deleted. The 

RFID system is again in the factory settings mode. 

It is possible to delete the previously transferred information from the LEGIC SAM 

transponder in the RFID system (reasons: e.g. wrong LEGIC SAM transmitted; locks should 

receive a new LEGIC-SAM). The LEGIC SAM64 is required for this. 

The RFID system has not yet been programmed. The LEGIC SAM63 was transferred to the 

RFID reader in the factory settings mode: 

• Hold the LEGIC SAM64 in front of the RFID reader for approx. 2 seconds until you 

hear three acoustic signals and you see three red flashes in the LED. If no LEGIC 

SAM63 has been transferred beforehand, the LED flashes twice red and twice green 

with simultaneous acoustic signals. 

• A LEGIC SAM63 can now be transferred to the RFID reader. To do this, follow the 

instructions in point 2.15.3. 

 

The RFID system is already programmed in the LMS software: 

• Click on “Locks” in the main menu.  

• Select one or more locks in the overview of all locks and click on "Edit". 

• Click on the tab “More options“ and then on „LEGIC launch“ followed by “OK”.  

• Click on “Data transfer“ in the main menu. 

• Place the smartphone with the opened app LEHMANN Data Transfer on the USB 

desktop reader. 

• Hold the smartphone with the opened app LEHMANN Data Transfer in front of the 

RFID reader of the corresponding lock. The lock is set for 5 minutes in a mode in 

which the relevant data on the RFID reader can be removed by using LEGIC SAM64. 

• Hold the LEGIC SAM64 in front of the RFID reader at the lock for approx. 2 seconds 

until three acoustic signals and three red flashes are emitted. 

• Hold the smartphone with the opened app LEHMANN Data Transfer again in front 

of the RFID reader of the lock (contrary to the instructions on the display). 

• Place the smartphone with the opened app LEHMANN Data Transfer on the USB 

desktop reader and transfer the data to the LMS software. To do this, you must be in 

the menu item "Data transfer". 

• The RFID system does not accept any transponder any longer.  

• A warning symbol is displayed next to the lock name in the matrix. In the overview of 

all locks (click on "Locks" in the main menu) there is now a "0" instead of "1" in the 

"Stamps" column. If this is not the case, hold the smartphone with the opened app 

LEHMANN Data Transfer in front of the RFID reader of the lock. Then place the 

smartphone with the opened app on the USB desktop reader and transfer the data to 

the LMS software. To do this, you must be in the menu item "Data transfer". 
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• A LEGIC SAM63 can now be transferred to the RFID reader. To do this, follow the 

instructions in point 2.15.3. 

 

2.16 Updating the LEHMANN Management Software 
If the PC or laptop on which the LMS software is installed is connected to the Internet, you will 

automatically receive notification of updates. If you wish, you can check for updates manually: 

 

• Click on “About” in the main menu. 

• Click on “Search for updates”. 

 

2.17 Time settings in the RFID systems 
When the RFID systems are initialised by using the smartphone and the app LEHMANN Data 

Transfer, the time is transferred to the RFID systems. A correct time setting is necessary for time-

depending functions, as opening and closing is otherwise not possible. Pay attention to the correct 

time zone in the settings of the RFID systems (see 2.9.2). 

Attention when changing the batteries: Hold the smartphone with the open App LEHMANN 

Data Transfer in front of the RFID reader of the lock, where a battery change has been carried 

out in order to update the time. For RFID systems with time-dependent functions, a correct 

operation is otherwise not possible. 

 

2.18 Data protection 
The software is not operated on behalf of a customer by LEHMANN. Furthermore, LEHMANN does 

not manage or store any user data as part of the LMS software or the app. The customer is 

responsible for the usage and operation of the software. It is expressly mentioned that the buyer 

respective the user of the software is responsible for the legally compliant usage of the software 

and must comply with the country-specific laws. This applies in particular to the data protection 

requirements and participation rights of the users of the LMS software or the users of the RFID 

systems. Of course, in addition to the corresponding deletion functions of personal data, the 

software also offers further technical and organizational measures to enable the requirements of 

the General Data Protection Regulation (DSGVO) to be implemented. The software is installed by 

the customer within the customer’s IT infrastructure, which means that all data remains in the 

responsibility of the customer. 

 

2.19 App LEHMANN Data Transfer 
For Android and NFC-enabled smartphones, the LEHMANN Data Transfer app is available on 

Google PlayStore. With the app you can exchange data between the LEHMANN Management 

Software LMS and the LEHMANN RFID Systems. Note that the NFC functionality must be enabled 

and the LEHMANN Data Transfer app must be open. 

 

Information about the operation of the app LEHMANN Data Transfer can be found in the menu 

of the app under the item “Help”. 

 

A yellow arrow (left arrow direction) in the app means that a data transfer with the LEHMANN 

Management Software is necessary (see 2.5). 
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A green arrow (right arrow direction) in the app means that a data transfer at the RFID lock is 

necessary (see 2.5). 

When transferring data to the RFID reader, hold the smartphone with the opened app in front of 

the RFID reader of the lock. Hold the smartphone in such a way that the NFC antenna of your 

smartphone is centered in front of the RFID reader. If necessary, check the operating instructions 

of your smartphone where the NFC antenna is located. The data exchange is indicated on the 

display by a symbol. Keep the smartphone in front of the RFID reader of the lock during the 

entire data transfer until you see a green check mark. 

 

For the data transfer at the USB desktop reader, first click on “Data transfer” in the LEHMANN 

Management Software. Place the smartphone with the opened app on the USB desktop reader. 

Make sure that the NFC antenna of the smartphone is centered on the USB desktop reader. 

Leave the smartphone on the USB desktop reader during the entire data transfer. The data 

exchange is displayed on your smartphone as well as in the LEHMANN Management Software. If 

necessary, check the operating instructions of your smartphone where the NFC antenna is 

located.  

 

If data is displayed in the app that cannot be processed, this data can be deleted in the app in the 

menu item “Delete all data”. 
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3 Chapter 3: Operations of the RFID systems 
 

3.1 Acoustic and optical signals of the RFID systems 
The RFID systems have acoustic and optical signals, which are differentiated as follows:

 
 

3.2 Use of Installation card 
During installation, one or more installation cards can be used. The installation cards are ready for 

immediate use and do not have to be programmed. With the installation cards, the basic functions 

(opening and closing) can be carried out on the lock. The installation card cannot be used any 

longer on a lock once the RFID system has been initialized in the LMS software. After the lock has 

been reset to the factory settings, the installation card is valid again. 

 

 
 

3.3 Programming transponders (user cards)  
Information about adding transponders can be found in 2.3.2 and 2.8.1. Information about 

permissions can be found in 2.3, 2.6, 2.7 and 2.9. 
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3.4 Closing and opening 

 

 
 

3.5 Emergency opening  
In order to carry out an emergency opening, assign the authorisation for the lock to be opened to 

a transponder that is already available in the project. Information about permissions can be found 

in 2.3, 2.6, 2.7 and 2.9. 

 

3.6 Battery status and battery warning 
For each RFID system, four battery states are displayed in the LMS software in the overview with 

all locks (click on “Locks” in the main menu) and in the window “Edit lock” in the tab “More 

options”: 

 

 Battery is OK  

 Battery warning phase 1 

 Battery warning phase 2 

 Battery state unknown or last contact with the lock too long ago 

 

To do this, the battery status of the RFID systems must be collected with the smartphone and the 

app LEHMANN Data Transfer and transferred to the software (see 2.5). 

The locking system is equipped with a battery management system which uses visual and 

acoustic signals to indicate the need for battery replacement in the event of reduced battery 

power. The battery warning takes place in two phases: 
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Attention when changing the battery: Hold the smartphone with the opened App LEHMANN 

Data Transfer in front of the RFID reader of the lock, where a battery change has been carried 

out in order to update the time. For RFID systems with time-dependent functions, a correct 

operation is otherwise not possible. 

 

3.7 Emergency power supply 
If the batteries are completely discharged and you cannot reach the battery compartment inside 

the furniture, you still have the option of obtaining an emergency power supply if you have an 

external RFID reader. To do this, you can use a standard power bank (additional rechargeable 

battery) with a USB port complying with the USB 2.0 standard. A micro USB Type B connector is 

required for the emergency power supply of the RFID reader. Use the emergency power supply 

only for a short period of time for the one-off opening of a lock. Before use, it is essential that you 

should read the operating instructions of the power bank. Please proceed as follows: 

 

• First remove the protective rubber cap on the micro USB port on the underside of the RFID 

reader. 

• Connect the charged power bank to the RFID reader using the micro USB port. 

• Please take account of the operating instructions of the power bank, e.g. for starting and 

ending the charging process. 

• Please do not perform any further actions until the RFID reader gives an acoustic and a visual 

signal (see acoustic and visual signals when inserting the batteries). 

• Then open the lock with an authorized transponder card.  

• Then carefully disconnect the power bank from the RFID reader. 

• Replace the protective rubber cap on the micro-USB port of the RFID reader. 

• Replace the batteries in the lock (see operating instructions of the RFID system). 

• Perform a function test (opening and closing) while the furniture is open. 
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3.8 Update der Firmware 
You have the option of updating the firmware of the lock and the RFID reader via the micro USB 

port on the lock or on the RFID reader. Firmware updates are provided only when needed (for 

example, technical need). To update the firmware you need the software LEHMANN Firmware 

Updater. The software can be found on the website www.lehmann-locks.com under Electronic 

Locking Systems and there under Software Solutions. The individual steps for updating the 

firmware are described in the software. When using LMS, please observe the instructions for 

updating the firmware of the RFID reader in section 2.9. 

 

3.9 Further information 
Please observe the safety and installation instructions in the operating instructions for the 

respective RFID system.  
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